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HOTBRICK GIGABRICK 2600 CONFIGURATION

This document describes the initial installation of the Hotbrick Gigabrick 2600 and also the typical
functions of a web-managed switch such as VLAN and QoS.

When you have connected the gigabrick you can access the interface by means of the Web-
Management Ultility. After installing and starting the application you come to the next screen.

[B] web-Management Utility

Fle Wiew Option Help
—Discovery List
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g | IF Address | MAC Address | System Mame | Loc:

4] |
. Wienwe trap Add item | Delete item I

’rDavi:e Setting

Configuration setting | Passvword change Firmwvare upgrade | Web access

Exit

50 o8 2i2em

| @G\ga Brick 2600 26-P., ., | Daocument, rkf - Waord. .. | @F:\WBb—ManaQement..‘l I [ Web-Management...

iastart”J m F-) IS,I @ “ =] Contral Panel

When you select discovery the application will detect the gigabrick as shown on the screenshot. After
this you can select the gigabrick and push the “Add to monitor list” button. Then it will appear in the
bottom pane and you can select “configuration setting” to go to the next screen.
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Configuration setting

Procluct name Giga Brick 2600 MAC Address 00401453772
IP Address Subnet mask 255 . 255
Gateway . . Settrap to a .0

System name Location

Password

Cancel |

|
Dizcovery |

Sl to monitor list | |,
—Monitor List

= | IP Address MAC Address | Protocol Wersion | Product hame System Mame | Loc:
19216801 004014231772 2.001.001 Giga Brick 2600 ...

< |
. Wieww trap | Add item I Delete tem I

Device Setting
’7 Configurstion setting I Password change Firmwvare upgrade I Wb access

Exit

| @Glga Brick 2600 26-P. .. | Dacument, rkf - Word...l @F:\Webeanagement‘ o " [0 web-Management... |§§ m g 2112 PM

igfjstart “ m & IQ % “ (=] Control Panel

Here you can change the settings that will be needed for your specific network.

Now you can get ready to log on to your gigabrick. In this example we use the default address of
192.168.0.1.

After accessing this address from your browser you will come to the login screen where the pass-
word is admin, or you can just use the WEB ACCESS button on the utility.
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3 Giga Brick 2600 26-Port 10/100//1000Mbps Web Smart Gigabit Ethernet Switch - Microsoft Internet Explorer

Fle Edt Wiew Favortes Todls Help ‘ "
back ~ & - (@D [ @ | Qoewch [EFavortes {Preda B | B S

address [&) hitpof152.168.0.1 =] P ‘L\nls E
Google - | || Epsearchwet - | g3 | PPk Dhstiacked fElauroril | fedoptions 4

Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch

Setup
= Port
u VLAY
= Tnmking
= Muror

Maintenance Login

B Status Systern Mame
m System Location Name
m Tra IF Address 1192.168.0.1
~rap MAC Address  : 00-40-f4-33-7-72

m Password
= Backup Sefting Password [~
m Reset Setting

Logout

Thig page is bestviewed at 1024x768 with Internet Explorer 5.0+ or Netscape B.0+

&] Dore I [ g memet

listart||| ] & 5 B || Fcontrol panel & Giga Brick 2600 26-Po... 2o B e am

After login you come to the switch status page where you can check current settings and the status
of the switch.

7 Giga Brick 2600 26-Port 10/100;/1000Mbps Web Smart Gigabit Ethernet Switch - Microsoft Internet Explorer =& x|
Fls Ed Wiew Favorites Todls Help
back ~ & - (@D [ @ | Qoewch [EFavortes {Preda B | B S
Address [ httpoif152.168.0.1 =] P ‘L\nls E
Google - | || Epssarchwiet - | g3 | PPk Dhsblocked fElautoril | fedoptions 4
Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch
Somp Switch Status Rfiesh =
u Port
VLA Product Name |Giga Brick 2600
ol [Firmware Version [1.00.00
= Misror Protocol Version 2.001.001
—— IP Address 192168.01
Raintenance Subnet mask 265 265.265.0
= Stalus Default gateway 192.168.0.254
m System TrapIP 0.0.0.0
m Trap MAC address 00-40-4-a3-77-72
m Password System Name ]
m Bacloup Setting LLocation Name: |
m Reset Setting ‘Lnuin Timeout (minutes) |5
System UpTime [0'days 21 hours 14 mins 31 seconds
Logout
PORT Status
10/100 Mbps
A e W st [ o | o0 | i
01 |Auto Enable  |Normal  |Down Auln Enable  |Normal  |Down
02 |Auto Enable  |Normal  |Down ’T Auta Enable  |Normal  |100M Full
03 |Auto Enable  [Normal  [Down [15 [autn Enable  Normal  [Down
‘ 04 |Autu ‘Enab\e ‘Nurma\ ‘DDWH W‘Aulu ‘Ename ‘Nwma\ ‘DDWH
T I [ pp— [ . T i [ p— L LI
&] Done [ [ [ meemet
iAstart | | | (3 control Panel £ Giga Brick 2600 26-Po... [5] Document - WordPad 5[ 2B 11:49am
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3 Giga Brick 2600 26-Port 10,/100/1000Mbps Web Smart Gigabit Ethernet Switch - Microsoft Internet Explorer

-E

Fle Edt tew Fsvortes Tooks Help

GBack - = - () ] @4 | Qoearch CelFavortes @veda | EN- Sh
Address |@http:ﬁ192.168.u.1 | @an |Links »
Google - | || Epmearchwen - | g | FeRek Ehebicked fE]ecorl | Edoptions

Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch

Login Timeout {minutes)

Setup \System UpTime |U days 21 hours 14 ming 31 seconds
mPort
u VLA
I PORT Status
= Trunking
m Mirror 10100 Mbps
Flow Link Flow Link
m Status o S Control (e Status 1D e Control & Status
m System 01 |Auto Enable Mormal | Dawn 13 |Auto Enable Marmal  |Down
(Rew [0z |auto [Enable  [Mormal  [Down [ 14 [aute [Enable  [Mormal  [100M Full
Bk s swere] \I]S |Autn \Enah\e |Nnrma| \ann | 15 |Autn |Enah|e \Nnrma\ |ann
9 04 |Auto Enable Mormal | Down 16 |Auto Enable MNormal  |Down
m Backup Setting
05 |Auto Enable  |Mormal  |Down 17 |Auto Enable  |Normal  |Down
m Reset Setting
06 |Auto Enable  |Normal  |Dovwn 18 |Auta Enahble  |Normal  |Down
\D? |Auto \Enab\e |Nurma| \Down | 19 |Auto |Enab|e \Norma\ |D0wn
Logout
\ 08 |Autn \Enah\e |Nnrma| \ann | 20 |Autn |Enah|e \Nnrma\ |ann
‘ 09 |Auln ‘Eﬂah\e |Nnrma| ‘Duwn | 21 |Auln |Enah|e ‘Nnrma\ |ann gl
10 |Auto Enable  |Mormal  |Down 22 |Auto Enable  Normal  [100M Full
11 |Auto Enable  |Normal  |Dovwn 23 |Auto Enable  |Mormal  |Down
12 |Auto Enable  |Normal  |Dovwn 24 |Auto Enable  |Normal  |Down
‘ 10/100/1000 Mbps
Flow Link Flow Link
D SR Control oes Status D SR Control LS Status
25 |Auto Enable  |Normal  |Down 26 |Auto Enable  |Normal  |Down
& Dore [ [ |4 mtemet

i start “ o & R “ (53] Control Panel & Giga Brick 2600 26-Po... || Document - WordPad IH0 A 1149aM

43 Giga Brick 2600 26-Port 10,/100/1000Mbps Web Smart Gigabit Ethernet Switch - Microsoft Internet Explorer -8 x|
Fle Edt View Favortes Tooks Help ‘
deBack - = - (D [H] 2 Dsearch [ElFavorites Drveda F | By S
Address [&] hitp:/j192.168.0.1 =] @ ‘Links B
Google - | || Gpsearchweb + | g | Peeferk Ehebiocked fElactonl | Eloptions A
Giga Brick 2600 26-Peort 10/100/1000Mbps Web Smart Gigabit Ethernet Switch
Setup 1" \Auto |Enab\e |Norma\ |DOWn 23 \Auto \Enahle |Norma| |Down
aDort 12 ‘Aulu |Enab\e |Nurma\ |DUWﬂ 24 ‘Aulu ‘Eﬂable |Nurmal |Duwn
IEAN | 1011001000 Mbps
T ™ Speed Flow Q0S Link D Speed Flow 00S Link
= Trunking Control Status Control Status
m Muror 25 |Auto Enable  |Mormal  [Down 26 |[Autn Enable  [Mormal  |Down
Maintenance
m Status
Port-based VLAN Settings
m System
u Trap | ID | Description \ Member |
mPazsward ["01 [Detautt [01020304050607 08091011 12121416 1617 18 10 20 21 22 23 24 26 26 |
m Backup Setting
m Fesct Jetling
TRUNK Status
Logout
| D | Member |
| 01 [pisanle |
Mirror Status
[ ) [ 01
| Sniffer Mode |Disah|e
| Sniffer Port |
| Source Port | —
|&] Done [ [ meernet -

i start H o & 5 R “ (5 Control Panel & |Giga Brick 2600 26-Po... | 5 Document - WordPad | 250 o8 11:s0aM

Now we will take a look at the setup starting with the port setting.

How To install and use typical features of your GigaBrick 2600 Property of HotBrick — 2005 5



USR . EUROPE ' BRAZIL

Don't Get uaguen [;g[ "u[ﬂﬂch 1243 NW 541!!_5“&&1 = ﬂaneratursllaal 6 FranciscoTramontano’100
Miami; FL33166° " Hengelo/(0v);7556/RC nmslemam 05686-010-Sao Paulo/SP
WWW! Ilullml:ll t:um S " Netherlands A WwWW.hothrick.com.br
WWW.hotbrick.nl . suporte@hothrick.com.hr

2 Giga Brick 2600 26-Port 10/100,/1000Mbps Web Smart Gigabit Ethernet Switch - Microsoft Internet Explorer _®] %]
Fie Edit View Favortes Tools  Help
GaBack ~ = - (@ [F] 4| Qsearch Gravortes @meda B | By S
Address [ ] hup:/f192.160.0.1 | pa ‘L\nls »
Gocgle - | || fgesearchwen - | g | FoeeRenk Dhsblacked fElauicril | Roptions 4
Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch
Setup PORT Setting Refresh
mPort
B VLAN 101100 Mbps
aT) Flow Link Flow Link
Trunking (] Speed Control Qos Status (] Speed Control Qos Status
= Mirror
- 01 JAuto Enahle Normal  |Down 13 Auto Enable MNormal  [Down
Maintenance 02 |Auto Enable  |Normal  [Down 4 [auto Enable  [Mormal  [100M Full
= Statis 03 |Auto Enable  |Normal  [Down 15 [Autn Enable  [Mormal  [Down
m System 01 |Auto Enable  |Normal  [Down 16 |Auto Enable  [Mormal  [Down
m Trap 05 |Auto Enahle  [Normal  |Down 17 |Auto Enable  [Mormal  |Down
m Password 06 Auto Enable Morrmal  |Down 18 Auto Enable Mormal | Down
m Backup Setting 07 |Auto Enable  [Nommal  [Down 19 At Enable  [Mormal  [Down
m Reset Setting 08 |Auto Enahle Mormal  |Down 20 Auto Enable Mormal  [Down
09 Auto Enzhle Mormal  |Down 21 Auto Enable Mormal  |Down
Logout 10 jAuto Enabls Maormal - [Down 22 |Auto Enable MNarmal 100M Full
11 JAuto Enahle Normal  |Down 23 Auto Enable MNormal  [Down
12 |Auto Enable  [Mommal  |Down 24 |Auto Enable  [Mormal  |Down
10/100/1000 Mbps
Flow Link Flow Link
D | Speed control QoS Status | > ‘ Speed Control Qos Status
|25 [auto |Enable  [Normal  [Down |26 |auto [Enable  [Normal  [Down
[&) pone [ [ [ mtermet

i#start H @ G B H (=] Control Panel & |Giga Brick 2600 26-Po... 5| Document - WordPad 250 t1soam

You can change the setting of the port by pressing the blue number of the port.

That will get you to the next screen:

3 Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch - Microsoft Internet Explorer -1®] %]
Fle Edt Vew Favorkes Tools Help
dagack - = - ([0 4| Qsearch Ggravartes Fmeda oF | By 5

address [] hitp:1152.166.0.1 =] @0 Junks ?
Google- | || Eosearchwen - | B | PRk Dhobacked Elever | poptons

a Brick 2600 26-Port 10/100/1000Mbps Web Ethernet Switch
PORT Settings

Setup

mDPort Please he aware that speed must set as same as link parnter.

2 VLAN Otherwise, packet loss or link error might occur.

 Trunking Flow

& Mirror ] Speed @] Qos

Maintenance 01 [ =] [Enable =] [Mamal x|

 Status —[100M Full

1000 Half

OfiEim 10M Full Apply

m Trap 10kA Half

m Password Mb\e

m Backup Setting

m Reset Setting

Logout

[&) pone [ [ [ mtermet

i#fistart H @ 5 R H £7Giga Brick 2600 26-Po... B to:ovam
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The first setting is the port speed. You probably only need this when you have different speed sub-
nets when using a VLAN. In normal conditions you will leave it on auto.

The second setting is flow control. Set it to enable to avoid data transfer overflow.

T iy Boris ke PRO0 Th-Park 10,1060, 1 004 Web Smark Gigabit Ftherret Seitch - Micresalt Tnbermet Explorer =181 x|
Fie Edt View Favortes Took  Hep -
bback = = - D[] A Dseoch GiFworres Dmeds P | e O |
Aakdress [ ) herp: 12, 160,01 =] @o | ks 7|

|Googles [ =] Besewnwen - | g8 | PO Sinincea £ Faootons

Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch

PORT Ssttings
Hetap
w Fort
Otharwise, K o
=] Flow
CI o | 995
0 || Ao | | Enclile -|_Np-mul -l
]U-soble
SR Apphy
wTrap
m Passwerd
a Backup Setting
m Beeet Setung
Lagout
&) e T [ ke
Wsart| | 5] @ 5 B || 2)6iga Brick 2600 26-Pa... 7] oo - Werdad I ET T

The third setting is Quality of service. You can set it to normal or high.

When set to high then the port has a high priority to manage data.

T iy Boris ke P00 Th-Park 10,1060, 1 004y Web Smark Gigabit Ftherret Seitch - Micresalt Tnbermet Explorer =181 x|
Fie Edt View Favortes Took  Hep -
Hbak - = - D[ A Deach [GFevokes Fieds 3| - O |
Aakdress [ ) herp: 12, 160,01 =] @o | ks 7|

| Google - ] Hpsewnwer | g | P Dhotened oo | oo

Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch

PORT Ssttings
Hetap
w Fort
Otharwise, K o
=] Flow
CI o | 995
0 || Ao =] [Enatie =] [raomal =]
wTrap
m Passwerd
a Backup Setting
m Beeet Setung
Lagout
&) e T [ ke
Bston| |10 8 51 0 |[E3aga ek e ze po.. Flocomens wost | ET N
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A few points follow for using this setting however:

It isn't needed when there is enough capacity on your network.
It works well when the priority ports are a small percentage of the total ports.
It doesn't help when you run out of capacity or have too many of the priority ports.

The next page is the VLAN function.

T iga Brick ZBUD B-Fort 10, 100/ 1000+bps Web Smart Gigabit Ethernet Switch - Microsaft ntermet Exploner
Fle  Cdt Ve Favorkes  Took bk

depack - = - D[] | Dsesch [piFevores Gmeas (3 - O |
Address [ @) hepiiise 100.0.0 =] @oo ks ?)
| Google - =] Wrsemchwen - | @) | PR Bhsphocked ) Flopmons B

Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch

=181

Port-based VLAN

D | Description it
|01 [Cetautt 01020304 050607 080910111213 14151617 1818 20 21 22 33 24 36 20

Add Group Detete Group

=l
5] [T [ ket
Wstart| | 1) & 50 By || Cocortrolparel & Giga Brick 2600 26-Pa... 7| Document - WordPsd [ s
You can add a group as in the next example.
T iga ek ZB0D ZB-Fort 10,100/ 10000bps Web Smart Gigabit Ethernet Switch - Microsolt internet Explorer =181 %
Flo Cdt Vew Fovorres Took b =
dapack » = - (D 2] A Qsewch [ajravormes Fmeds (| e O |
Address [ ] botpefl19z.160.0.0 =] P [1ns 7|
| Google - =] Wrsemchwen - | @) | PR Bhsphocked ) Flopmons B
Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch
Setup VLAN Setting
[ m o
Description | [soles
01 02 03 04 05 06 07 08 09 10 11 12
Ry (el Y
19 14 15 16 17 18 19 20 21 22 23 24
'@ Gt gy (o (o O
B Syiiem .
\cir
Apely _sual | _Cisera |
[ vene [T T T aokemet
dhstart| | 1) & 55 By @00 Brick 2600 26-Po. 7] - wned | s ET TR
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You can “group” ports to create networks that are independent of the other ports.

There are 2 types of VLANS: layer 3 based and layer 2 based.

The hotbrick is layer 2 based, a so-called port-based VLAN. One of the advantages is that switches
that use layer 2 information for VLAN are generally quicker than those that use layer 3 information.

End-users that use an unroutable protocol can not be a part of a layer 3 VLAN (netbios). Futhermore
Layer 2 VLANs are more effective with IPX or Appletalk.

VLAN implementation benefits:

1. Reduction in the cost of handling user moves and changes. Since these costs can be substan-
tial this argument can be compelling.
2. VLAN implementation will result in a vastly increased ability to manage dynamic networks and

realize substantial cost savings. This value proposition is most valid for IP networks. Normally,
when a user moves to a different subnet, IP addresses must be manually updated in the work-
station. This updating process can consume a substantial amount of time that could be used
for more productive endeavors such as developing new network services. VLANs eliminate
that issue because VLAN membership is not tied to a workstation’s location in the network.
This allows moved workstations to retain their original IP addresses and subnet membership.

3. Reduction of Routing for Broadcast Containment Switch. When you can, route only when you
must. Although switches certainly provide substantial performance enhancements over layer 3
packet forwarding (routing), switches normally do not filter LAN broadcast traffic; in general,
they replicate it on all ports. This not only can cause large switched LAN environments to be-
come flooded with broadcasts, it is also wasteful of precious wide area network bandwidth. As
a result, users have traditionally been forced to partition their networks with routers that act as
broadcast “firewalls.” Hence, simple switches alone do not allow users to phase out routers
completely. One of the primary benefits of VLANS is that LAN switches supporting VLANs can
be used to effectively control broadcast traffic, reducing the need for routing. Broadcast traffic
from servers and end-stations in a particular VLAN is replicated only on those switch ports
connected to end-stations belonging to that VLAN. Broadcast traffic is blocked from ports with
no end-stations belonging to that VLAN, in effect creating the same type of broadcast firewall
that a router provides. Only packets that are destined for addresses outside the VLAN need to
proceed to a router for forwarding.

There are multiple reasons for utilizing VLANS to reduce the need for routing in the network:

1. Higher Performance and Reduced Latency. As the network expands, more and more
routers are required to divide the network into broadcast domains. As the number of routers
increase, latency begins to degrade network performance. A high degree of latency in the net-
work is a problem now for many legacy applications, but it is particularly troublesome for newer
applications that feature delay-sensitive multimedia and interactivity. Switches that employ
VLANs can accomplish the same division of the network into broadcast domains, but can do
so at latencies much lower than those of routers. In addition, performance, measured in pack-
ets per second, is usually much higher for switches than for traditional routers. Additionally,
latency is also highly correlated to the number of hops a packet must traverse, no matter what
internetworking device (switch or router) is located at each hop.

2. Ease of Administration. Routers require much more complex configuration than switches;
they are “administratively rich.” Reducing the number of routers in the network saves time
spent on network management.

3. Cost. Router ports are more expensive than switch ports. Also, by utilizing cheaper switch
ports, switching and VLANs allow segmentation at a lower cost than would be the case if
routers alone were used for segmentation. In comparing VLANs with routing, VLANSs have their
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disadvantages as well. The primary benefits of VLANS over routing are the creation of broad-
cast domains without the disadvantages of routing and a reduction in the cost of moves and
changes in the network.

Security

The ability of VLANSs to create firewalls can also satisfy more stringent security requirements and
thus replace much of the functionality of routers in this area. This is primarily true when VLANs are
implemented in conjunction with private port switching. The only broadcast traffic on a single-user
segment would be from that user’s VLAN (that is, traffic intended for that user). Conversely, it would
be impossible to “listen” to broadcast or unicast traffic not intended for that user (even by putting the
workstation’s network adapter in promiscuous mode), because such traffic does not physically trav-
erse that segment.

WLAN

This is particularly important when you use Wireless Access points in your LAN. Because wireless
LAN is the most insecure part of your network you can make a special wireless VLAN group.
Even if the security of this group is breached there is no way to listen in on the rest of the network.

Trunk setting

2l Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch - Microsoft Internet Explorer —[8] x|
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Google- | || Epsearchwen - | g | Peeefenk Dhobacked Elaveri | Roptons
Giga Brick 2600 26-Port 10/100/1000Mbps Web Smart Gigabit Ethernet Switch
Trunk Setting —
Setup
mPort The selected trunk port setting must set to the same VLAN Group.
u VLA
uTi 1D Member
= Mirror 01 [Disabls =
Maintenance
m Status Apply
= System
m Trap
m Password
m Backup Setting
m Beset Sefting
Logout
L]
& [ [ [ |® mtemet
il stare H ‘ (4] Control Panel & |Giga Brick 2600 26-Po... || Document - WordPad 280 88 11:51am
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This setting is for cascading 2 or more gigabricks to multiply your number of switch ports.
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With this option you can forward traffic from a specific port or ports to a sniffer port.
Some settings:

The rest of the settings are reasonably straightforward so | will only provide screenshots.
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We have the covered the settings of the Hotbrick Gigabrick 2600 at this point.

Note that the firmware can be updated for additional functionality; you should use the Web Manage-
ment Utility in order to do this.

Good luck with your implementation!
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