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How to establish a VPN tunnel using the HotBrick VPN client with a
401VPN

T B

Corporate Office @ @

Corporate LAN

Sy

Remote User
(Road Warrior)

This setup guide will let a client use the HotBrick VPN to connect to the 401VPN from any
location with an internet connection. This is accomplished by using a Fully Qualified Username
(example: support@hotbrick.com) for the remote user.
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HotBrick VPN Client Setup

1. After you launch the HotBrick VPN client right on the Configuration and select “New Phase 1”.
Please see figure 1.

%% HotBrick ¥PN Client
File %PM Configuration  Tools

s Brick VPN Client s

Console

i EIHERTIE kS Configuring a %PM tunnel:
o=
=

Connections

1 Right click on Configuration, and select "Mew Phasze 1"

ESE onFigurati

New Phase 1 Phase 1 specifies the [KE Key negatiation

2 Right click on the selected Phaze 1 and select "Add Phaze 2

Phase 2 defines the |Pzec security parameters for a
gingle |Psec Tunnel

Ary Phaze 1 Configuration may contain several
Phaze 2 Configurations.

3 Click on 'S ave and Apply'* to apply the changes you made.

Save & Apply

[WPN .real:-lil Tunnel: ﬂ

Figure 1 - Configuration Screen

Enter a name for the Phase 1; our example is “test401VPN”.

The Interface is the Client side IP address (Your PC IP Address ex. 192.168.2.59).
The Remote Gateway is the Remote |IP address of the LB-2 VPN (67.111.37.232).
Enter the Pre-shared Key for the VPN session.

Enter the IKE parameters (ex. 3DES, MD5, and DH768 which is DHGroup1)

Hit the "Save & Apply” button.

Please see figure 2 below.

@ pooow
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%% HotBrick VPN Client C 0]

File WPM Configurakion Tools @

VPN Client
,ﬁ%} Console
88 Parameters Mame |testd01 vpn
% Conneckions |nterface |'IE|2.1 63259 ﬂ

= & Corfiguration Remote Gateway |57.111.37.232

= test401vpn
':E:' tEStq'Dl"."FII'IE ' PrESharEd KE}'

HEHREHH

HEHREHH

onfirm

" Certificate Certificates Import...

43
ﬁ

Authentication

FeyGroup  |DHYES

Save & Apply

YEM Tunnel active Turnel . &

Figure 2 - Phase 1 (Authentication)

2. Now click on the advanced button and check “Aggressive Mode” and under “IKE Port” input 500.
a Under Local ID, Value input your email address. (Ex: support@hotbrick.com)

b. Under Type, please select Email

C. Under Remote ID, Value input IP address ( Ex: 67.111.37.232)
d

e

f

g

Under Type, please select IP Address
When you are finished click OK.

Hit the “Save & Apply” button.

Please see figure 3 below.
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VPN Client -
: — Loczal ID -
i v Aggressive Mode
N Walue 1suppnrt@hntbrick.cum
; a00
=4 IK.E Port T ]Email _:]
EAUTH- — Remote 1D
Login ; ] Valug : 15?111.3?.232
Fazsword : ] Type: ]IF' Address __:]
)3 | Cancel ]
KepGroup |DH768 |
Save L Apply ‘
"v"F"N T“unneul. au:.t.ix-:e :T.unnelu: ﬁ

Figure 3 - Advanced Configuration for Phase 1

w

. Now right click on your Phase 1 (test401vpn) and select “Add Phase 2”
Enter a name for the Phase 2 (ex: test401vpn2)

The VPN Client address should be IP address of your computer (192.168.2.59)
Next select “Subnet Address” for the Address Type

Next input the Remote LAN address (LAN subnet of the 401VPN)
Next enter the subnet mask, which will most likely be 255.255.255.0
Under ESP, enter the Encryption, Authentication, and mode “Tunnel”
3DES

MD5

DH1024

Select PFS and DH1024 (DHGroup2)

Hit the “Save & Apply” button.

Please see figure 4 below.

'pp_:ooog.—_x‘.—'.—';

How to establish a VPN tunnel using the VPN client with a Property of HotBrick — 2005 5
401VPN



i : | |
.E}U’U@E\i T BRaI

Don't GetHacked:GetHotBrick. 7243 NW 541h Street - __Generatorstraat'26 : Francisco!Tramontano; 100
R ey Miami, FL33166) Hengelo(0u),7556 RC Amsterdam  05686-010 - S0 Paulo/SP
. WWw.hotbrickicom! * Netherlands A . WWw.hothrick.com.hr

support@hothbrickicom’ f www.hothiricknl ] suporte@hothrick.com.br
T

%% HotBrick ¥PN Client
File WPM Configuration Tools 7

VPN Client
}%ﬁs Consale
28 Parameters Mame |testd01vpn2
€2 Connections WPM Client address | 192 . 168 . 2 . 54
=& Configuration Address type |Sul:|r'|et address ﬂ
= t,-.-'pn'?.;' Remote LAN address [ 192 . 168 . 3 . 0

SubretMask | 285 2R 285 . O

ESP
[ Auto open tunnel when

Encryption | 3DES Client starts

Authentication | DS

-
-
[ Auto open tunnel when
-
-

Mode | Tunnel I15SE stick plugged in

W PFS  Group |DH1024 DOpen Tunnel |

Save & Apply |

WPM Tunnel active Turnel: &

Figure 4 - Phase 2 (IPSec Configuration)

401 VPN Setup

1. Login to you 401VPN and click on VPN (IPSec) and then on VPN policies.
2. Next click on Add New Policy button and this will bring you to the VPN Wizard.
3. Click on Next. Please see figure 5 below.
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X Setup Hotbrick SoHo 401 - Microsoft Internet Explorer
File Edit view Favorites Tools Help ,'

eﬁack M 2 lﬂ lg _h f._\l Search ‘?::(Favnrites @Media G} [_:v :_\; _J

Address| https: /192 168.3.1 v Gn Links **
~ S ——
.
TI% Brick

SoHo 401VPN

Login Time: 5:01 P.M.

- CorEr e VPN Wizard
' Setup Wizard N
Check the ¥PN settings used by the remote YPN Server/Gateway,
I LAN
| Status This Wizard will configure your Router for a ¥PH connection to a remote ¥PH Endpoint (Server, Gateway, or Client),
e ou will need to know the settings used on the remote ¥PH Endpoint,
= Internet e If using a Certificate for authentication, you must obtain your Certificate from a CA (Certification Authority)
before running this Wizard.
7 Security

e If you prefer to use a setup screen instead of a Wizard, click the "Setup Screen" button below.

¥PN (IPSec)
» ¥PN Policies

» Certificates Setup Screen
b CRLs
P ¥PN Status

Mext = Cancel

7 Microsoft ¥PN

Other
» Config File
» Network Diag
b PC Database
» Remote Admin
» Routing
» Upgrade FW
» UPnP

@ Done é ' Internet
Figure 5 - VPN Wizard

4. This will take you to the VPN Wizard — General Information page

q Enter the name of the tunnel under Policy Name (ex: HBVPNclient)

r Make sure Enable Policy is checked

S. Allow NetBIOS traffic is optional, but in our example it is selected.

t For Remote Endpoint Address make sure that Dynamic IP is selected.
u Click on the Next button.
v Please see figure 6 below.
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YPMN Wizard - General Information

General information about the YPN tunnel.

Palicy Marme HEWPNclient

Enable Palicy
allow MetBIOS traffic

Remote Endpaint Address (&) Dynamic IP

O Fixed IP: EI EI EI EI
[ ]

O Domain Mame:
Keys: Manually assigned

® Use IKE (Internet Key Exchange)

Figure 6 - VPN Wizard - General Information

5. The next page is the VPN Wizard — Traffic Selector. Here you can define both local area network
and remote area network within the IPSec tunnel.

W. Under Local IP addresses, select the Subnet address from the drop down box under Type.

X. Under IP address you should see the LAN network address for your 401VPN (ex:

192.168.3.0)
y. Under Subnet Mask you should see the subnet mask 255.255.255.0
Z. The Remote IP addresses section should be grayed out.

aa. When you have finished click on Next.
bb. Please see figure 7 below.
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VPN Wizard - Traffic Selector

This traffic will be sent through a YPN tunnel,

Local IP addresses

IP address: (192 [[16a [z [0 [~[0 |
Subnet Mask: El

Remote IP addresses
Type:
IP address: |:||:H:H:| &2 El
Subnet Mask: |:||:||:||:|

] [ Mext > ] [ Cancel

Figure 7 - VPN Wizard Traffic Selector

6. The next page is the VPN Wizard — IKE Phase 1 (IKE SA). Here we will define the phase 1
encryption and authentication as well as the Local and Remote Identities.

cc. The Local Identity Type should be WAN IP address with the Data field grayed out.

dd. Under Remote ldentity, please select Fully Qualified User Name from the drop box next to

Type.
ee. Inthe Data field enter an email address (ex: support@hotbrick.com)
ff. Under Authentication, select Pre-shared Key and then enter a phrase, keyword, or number

combination (ex: 123456).

gg. Under Authentication Algorithm select MD5 from the drop down box.
hh. Under Encryption Algorithm select 3DES.

ii. Under IKE SA Life Time enter 28800

il Under Diffie-Hellman (DH) Group select Group 1 (768 Bit).

kk.  Click on the Next button

Il. Hit the “Save & Apply” button.

mm. See figure 8 below.
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VPN Wizard - IKE Phase 1 ( IKE SA )

These settings must match the remote YPN Endpoint.,

Local Identity
Type: |WAN IP Address V|Data: |

Remote Identity

Type: |Fu||y Qualified User Narme V|Data: |support@hotbricl<.com

suthentication O RSA Signature (requires Certificate)
® Pre-shared Key [123456 |

Authentication algorithm:
Encryption algorithm: 3DES ¥ | Key Size: {AES only)

IKE Exchange Mode:

Direction:

IKE S4 Life Time: {secs)

Diffie-Hellman (DH) Group: |Gr0up 1 {768 Bit) v|

O IKE PFS PFS Ksy Group: | Group 2 (1024 Bit) v |

[ IKE Keep alive Ping IP Address: [0 [[o o [[o ]

Figure 8 - VPN Wizard - IKE Phase 1 (IKE SA)

7. The next page is the VPN Wizard — IKE Phase 2 (IPSec SA). Here we will define the phase 2
IPSec encryption and authentication protocols.

nn. Under IPSec SA Life Time select 28800 seconds
00. Make sure the IPSec PFS is checked

pp. Under Key Group select Group 2 (1024 Bit)

gg. Make sure that ESP Encryption is checked

. Under Algorithm select 3DES

ss.  Make sure that ESP Authentication is checked
tt. Under Algorithm select MD5.

uu. Click on the Next button

vv. See figure 9 below.
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VPN Wizard - IKE Phase 2 {( IPSec SA )

These settings must match the remote YPN Endpoint.

IPSec 54 Life Time (secs)
IPSec PFS

Key Group: |Gr0up 2 (1024 Bit) V|

[0 &H suthentication
algarithrn:

ESP Encryption

algorithrm: | 3DES +
ey Size: [n/a ¥/ (aES only)

ESP Authentication

algorithrn:

< Back ] [ MNext = ] [ Cancel

Figure 9 - VPN Wizard - IKE Phase 2 (IPSec SA)

8. Now just click on the Finish tab to create and enable your VPN policy.
ww. See figures 10 and 11 below.
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VPN Wizard - Finished

YPM Setup is now complete,

Wizard completed.

Click "Finish" to save your settings, "Close" to exit the Wizard.

< Back ] [ Finish ] [ Close ]

Figure 10 - VPN Wizard Finished
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X Setup Hotbrick SoHo 401 - Microsoft Internet Explorer

File Edit view Favorites Tools Help :,'
e Back - < lﬂ lg ¢ ;j f._\l Search ‘é‘\? Favorites eMedia G} [_:v :.\; _J
Address| https: /192 168.3.1 v Gn Links **
~
»
|Il! Br|Ck SoHo 401VPN

Login Time: 5:01 P.M.

_ ¥PMN Policies
- Router Setup

Policy Mame Key Type

. . Enable Remote YPMN Endpoint
: Setup Wizard = 3 =

] 0 : . K
. LAN [2]vpr11600 on 67 lll 3? 235 IKE
" RS [3]webzlbz on 67.111.37.231 IKE
. [4]weblLB2 on  67.111.37.226 IKE o
[E]HBLB2 on  67.111,37.227 IKE E
[6]HBYPMClient on 0.0.0.0 IKE
= Internet 39 g
=7 Security
¥
¥PN (IPSec)
» ¥PN Policies
} Certificates
b CRLs
P ¥PN Status

[ Edit ] [ Enable/Disable ] [Delate]

[ Add Mew Paolicy

][ \iew Log ][

Help

J

7 Microsoft ¥PN

Other
» Config File
» Network Diag
b PC Database
» Remote Admin
» Routing
» Upgrade FW
» UPnP

@ Done é ' Internet
Figure 11 - VPN Policy created

Connecting and Establishing the VPN

1. You will now need to go to the HotBrick VPN client and select your Phase 2 entry (ex:
test401vpn2) and click on the Open Tunnel button.

a. See figure 12 below.

2. This will initiate and establish the VPN tunnel.

3. We can see in figure 13 that the tunnel is connected on the HotBrick VPN client.

4. In figure 14 we have the VPN status for our tunnel (ex: HBVPNClient) on the 401VPN.

5. Figure 15 and 16 are the logs for the HotBrick VPN client and 401VPN.
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" HotBrick ¥YPN Client

}% Console
8 Parametors

% Lonnectons

= g Configuratian
= [ vestantvpn
el b0 v png

WM T unnel active

EUHI]PE

i Ganaratnrs!raal 26
Hengelo(0v); 1556 RC Amsterdam
* Netherlands A
* WWW.hothrick.nl

USA .

1243 NW 54th{Street
Miami, FL 33166°
www.hotbrick.com'
sunnurtr.z‘;mu'lmi_t;l.czg_ _

Mame |lestil vpn?

WPM Cliert addbess | 192 . 168 . 2 . 54

fudness tppe |‘5L.bne| addiess ﬂ
Remale LAM addess | 192 . 163 . 3 . 0

SubrelMack [ 255 285 255 . O

ESP
[ Auto open lunnel when
Clierk skats

Encyplion [ﬁj'
Authenlication |"r,"1E:'E. |

Mode

[ Auta open Winnel when
LISE ssick plugged in

Sawe & Apply

urnl!i
W PFS  Grow |DH'||12-1 «-|

Turre - E

BRAZIL
FranciscoTramontano;, 100
05686-010=Sao Paulo/SP

Www.nothrick.com.br
suporte@hothrick.com.br

Figure 12 - Open tunnel on HotBrick VPN client
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%% HotBrick YPN Client :”: IE'

File WPM Configuration Tools ¥

VPN Client
,ﬁ%ﬁ} Console
ﬁ Parareters
H ozt IF hode Crypto
% Connections %test#[ﬂ wprtestd0lwpnz.. 192168.3...  Tunnel ESP 3DE...
- @. Configuration
= test401vpn
(#) test40ivpnz
Cloze Tunnel
Save & Apply
WPM Tunnel active Tunrnel: &

Figure 13 - VPN tunnel connected on Tunnel View
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Policy Name SPI Type ¥PN Endpoint Data Transfered
HEWPNClient-1 CCVea3z2 ESP 67.111.37.228 463

IMWehlLB2 c69E5cE19 ESP 67.111.27.232 12268

INHBLBZ bz9chas4 ESP 67.111.37.232 64301

HELBZ b1876300 ESP 67.111.27.227 0446

webzlb2 efs8c4al ESP 67.111.37.231 6572

INWebZzlh2 a3233ab4 ESP 67.111.27.232 0240

WweblLB2 el0c2cal ESP 67.111.37.226 7269
IMNHBWPMNClient-1 cObebcec ESP 67.111.27.232 2324

[ Refresh ][ View Log

Figure 14 - VPN status on 401VPN
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‘5 VPN Console ACTIVE

174830 Default SEMD Informational [HASH] [DELETE]
174830 Default tezt407vpr-testd01 vpn2-P2 deleted
174830 Default SEMD Informational [HASH] [DELETE]

174830 Default tezt407vpn-P1 deleted

174834 Default [S4 testd01vpn-P1] SEMD phaze 1 Agaressive Mode [SA][KEY_EXCH] [MOMCE] [ID] [VID] MID] [V1D]
174835 Default [SA testd01vpn-P1) RECY phaze 1 Agaressive Mode [HASH] [SA] [KEY_EXCH] [MOMNCE] [ID]

174835 Default (SA testd0Tvpn-P1] SEMD phaze 1 Agagressive Mode [HASH]

174835 Default phasze 1 done: initiator id supportiEhotbrick.com, responder id 67.111.37.232

174835 Default (54 testd0vprtestd0l vpn2-P2) SEND phase 2 Quick Mode [HASH][SA] [KEY_EXCH] [MOMCE] [ID] [ID]
174835 Default [SA testd0vpntestdDTvpn2-P2) RECY phase 2 Quick Mode [HASH] [S4] [KEY_EXCH] [MOMCE] [ID] [ID]
174835 Default (SA testd0vprtestd0lvpns-F2] SEND phasze 2 Quick Mode [HASH]

174839 Default (SA testd0Tvprtestd0lvpn2-P2] SEMD phase 2 Quick Mode [HASH]

174844 Default (SA testd0Tvprtestd0lvpn2-P2] SEMD phasze 2 Quick Mode [HASH]

174849 Default (54 testd0Tvpr-testd0lvpn2-F2] SEMD phasze 2 Quick Mode [HASH]

Mizc  Trpt Mesg Cryp Timr SDep S5A Exch MNegt Ploy Al Current line :

0 =[Jo =fjo =]jo ~lfo =[jo =[[o ~fjo ~ljo ~lfo =[]0 -] ma. ines
Stop | Clear | Stop File | Save File | Report | Cloze |

Figure 15 - HotBrick VPN client logs
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File Edit View Favorites Tools Help

VPN Log

@Dune é ' Internet
Figure 16 - 401VPN logs
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