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Port Forwarding on the 401VPN

The purpose of this document is to describe how you can use port forwarding to a server that is
behind the 401VPN firewall in the LAN. You can use port forwarding on the 401VPN in order to
access a server from the internet.

ISP
Router

Web Server

File Server
running
PC
Anywhere
application

Figure 1 - 401 VPN Network with Virtual Servers

For common services such as:
Web

FTP

E-Mail (POP3)

E-Mail (SMTP)

DNS

Telnet

PPTP

You will have to use the Virtual Servers. In order to set this up please go to:

Click on the Internet Link

Click on Virtual Servers

Select one of the servers in the selection box, example Web

Under Properties make sure that the enable box is checked

Under PC (server) make sure your select the IP address of the server that you will apply the

SubaGhiiis
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service to.
6. Once you have finished click on the SAVE button.

L2
File Edit ‘View Favorites Tools Help | 1',’
@Eack - J - \ﬂ @ _b | /.:j search \:_\( Favarites @Media {‘3 ‘ <~ :\ﬁ ] - _J ﬂ ‘5
address [ hepfL72.16.0.1 T Eeo |unks @

.
1 I l!'B"Ck SoHo 401VPN

Login Time: 3:54 P.M.

_ Virtual Servers
- Router Setup

Servers

' Setup Wizard

FTP
E-Mail(POP3)
E-Mail(SMTF)

DNS x|

: LAN

: Status

Properties % Enabla
Internet PC (Server): [ns1 (172.16.0.56) LAN =~
P WAN Port My P is not listed

» Advanced Setup
b Dynamic DNS

b ¥Yirtual Servers
» Options

Save I Cancel I

Help

7 Security
7 ¥PN (IPSec)
7 Microsoft ¥PN

7 Other

Log Out

’_’_’_ # Internst
Figure 2 - Virtual Servers

For services that are not listed in the Virtual Servers section, you will have to create the service and
apply the appropriate firewall rule. Below we will create a firewall rule to port forward the PC
Anywhere ports.

Log into 401 VPN

Click on security

Click on services

Go to add new service

PC anywhere needs 2 ports — we will do 1 and you can do other: 5631 & 5632 are the 2 ports
Go to admin service

Type in PCANYWHERE where it says name
Make sure type is TCP

Start point is 5631

Finish port is 5632

Hit Add button

et e e o A e

P
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2} Setup Hotbrick SoHo 401 - Microsoft Internet Explorer 18] x|

Fie Edit Yiew Faworites Tools Help ",’
Qe - @ - [%] [B] (] POsea lcravoies @mea €] 2- 02wl - B

Address | httpifj172.16.0.1 | Eee |unks »
~
T Brick

SoHo 401vPM

Login Time: 3:54 P.M.

Router Setup

* Setup Wizard Available *oipl{ TCP:30040,.30042 ) ﬁ!
. Services *yoip2( UDP:20000..20001 )
FRLYY *ipsN0( TCP: 10032 )
e *altigenUDP( UDP: 43152, ,49213 )
ALL( TCP/UDP:1.,65534 )
AIM{ TCP:5190 ) =l

Delete
Add N‘?W Name: PCAnywhere

7 Internet

Security Service

» Admin Login Type: TCR A

b Access Control

} Firewall Rules Start Port:  |S631 (TP or UDP)
Logs

» E-Mail Finish Part: |63z (Tcp or UDP)

» Security Options

» scheduling ICMP Type: |n/a 0,255

b Services o g Y

oadde ] caneal Help

> ¥PN (IPSec)
7 Microsoft YPN

7 Other
Log Out

[&] Done [ [ [ wtermet
Figure 3 - Creating Services

12. Again under Security link that says firewall rules

13. Under View Rules for make sure that WAN > LAN is selected

14. Click add

15. See Figure 4

SIS

Fle Edt W¥ew Favortes Tools Help | i
Qe - ©) - %] [#] T ‘ ) search ¢ Favarites @AY Media €3| - ; w - JE 3

Address [ hrtpif172.16.0.1 =l Es ks ?
~
.
T Brick

SoHo 401VPN

Login Time: 3:54 P.M.

Firewall Rules

View Rules for: | WAN == LAN =

Mame Source Destination Action

: Router Setup

: Setup Wizard

S LAN

: Status

7 Internet

Security
» Admin Login

¥ Access Control
¥ Firewall Rules

} Logs

¥ E-Mail

¥ Security Options
¥ Scheduling

¥ Services

( « @( »

Add Edit | Move| Delste

=~ ¥PN {(IPSec)

view Log Systemn Rules

7 Microsoft YPN

7 Other

Log Qut

2] Done [ | | mternet
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Figure 4 - Firewall rules

16. Name this firewall rule — ex. PCANYWHERE again

17. Type — WAN to LAN (WAN - LAN)

18. Source IP should be as ANY

19. Everything under Source IP should be left as is

20. Go to Destination IP

21. Idtype = single address ex: 172.16.0.222

22. PutlInternal LAN IP address of the PCAnywhere server or computer
23. Make sure service is PCAnywhere (the service he created in services section)
24. For Action is forward

25. For log you can log it or not your choice

26. When you are done hit SAVE

<2} Setup Hotbrick SoHo 401 - Microsoft Internet Explorer &) x|

File Edit ‘View Favorites Tools Help | 1','
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»
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Login Time: 3:54 P.M.
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1 e
1T
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Security
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: ﬁ;:::lf:ﬂlt;gl Finish IP address: [0 .|0 .|0 Jo
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-Mal
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Log Out
[&] Done 1 4 ntermet

Figure 5 - Creating a Firewall Rule
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a Setup Hotbrick SoHo 401 - Microsoft Internet Explorer ;Iilﬂ
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Firewall Rules

Wiew Rules for: |¥WAN == LAN 'I
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- Setup Wizard
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| Status

[2]PPTP Ay 172, 16 0.202 Forward

= Internet

Security
» Admin Login
} Access Control
» Firewall Rules
P Logs
» E-Mail
b Security Options
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< Other
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Figure 6 - Firewall rule created
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